
 

Mandla Money Usage Policy 
1. Introduction 

This Usage Policy governs your use of the Mandla Money service operated by ALPHEN 
TECHNOLOGY LABS (PTY) LTD, Registration Number 2019/470624/07. It includes the 
Terms and Conditions, Privacy Policy (POPIA compliant), Complaints Policy, Risk 
Disclosure, and WhatsApp Data Processing Notice. By using the service, you 
acknowledge and accept the contents of this policy. 

2. Terms and Conditions 

2.1 Nature of Services 

Mandla Money provides access to digital asset tools for payments and value transfer. 
We are not a bank and not a licensed Financial Services Provider. Digital assets are not 
legal tender in South Africa. 

2.2 Eligibility 

You must be at least 18 years old and legally eligible to use digital asset services. 

2.3 Account Security 

You are responsible for securing your device and authentication credentials. Never 
share your PIN or verification codes. 

2.4 Irreversible Transactions 

Digital asset transactions are final and cannot be reversed once processed. Always 
verify recipient details. 

2.5 Prohibited Activities 



You may not use the service for unlawful activity including fraud, money laundering, or 
the funding of terrorism. 

2.6 Limitation of Liability 

ALPHEN TECHNOLOGY LABS (PTY) LTD is not responsible for losses resulting from 
technical failures, incorrect transactions, unauthorised access, or market volatility. 

2.7 Amendments 

We may update this policy from time to time. Continued use constitutes acceptance of 
any updated terms. 

3. Privacy Policy (POPIA Compliant) 

3.1 Personal Information Collected 

We may collect your name, phone number, identification details, transaction data, and 
communication history. 

3.2 Purpose of Processing 

We process your data for identity verification, fraud prevention, customer support, 
service delivery, analytics, and compliance with applicable laws. 

3.3 Lawful Basis 

Processing is based on your consent, legitimate interest, or legal obligation including 
AML/CFT requirements. 

3.4 Data Storage and Retention 

Data is stored securely in encrypted environments. Records may be retained for up to 5 
years in line with regulatory requirements. 

3.5 Data Sharing 

We may share data with: 

●​ Service providers assisting in operations​
 

●​ Law enforcement or regulators when legally required​
 



●​ Analytics or hosting providers under strict confidentiality controls​
 

We do not sell personal information. 

3.6 Your Rights 

You may request access, correction, deletion, or restriction of your personal data. 
Requests can be sent to our support team. 

4. Complaints Policy 

4.1 How to Lodge a Complaint 

You may submit complaints through WhatsApp or email. Include your name, phone 
number, and a description of the issue. 

4.2 Acknowledgement and Response 

We will acknowledge complaints within 48 hours and provide a resolution or progress 
update within 7 business days. 

4.3 Investigations 

All complaints are reviewed, investigated, and recorded in our complaints register. 

4.4 Escalation 

If you are not satisfied with the outcome, you may request escalation to a senior team 
member. 

5. Risk Disclosure Statement 

5.1 Digital Asset Risks 

Digital assets are volatile and may lose value unpredictably. Only transact amounts you 
can afford to lose. 

5.2 Technology Risks 

There may be technology failures including system outages, network errors, or wallet 
issues. 



5.3 Regulatory Risks 

Digital asset regulations may change and impact service availability. 

5.4 Security Risks 

Unauthorised access to your device can result in loss of funds. You are responsible for 
safeguarding your device and authentication credentials. 

6. WhatsApp Data Processing Notice 

6.1 Use of WhatsApp 

Mandla Money operates through WhatsApp. Your interaction with the service is subject 
to WhatsApp's own privacy policy and terms. 

6.2 Information Collected Through WhatsApp 

We may collect your phone number, messages sent to our chatbot, transaction 
instructions, device metadata, and timestamps. 

6.3 Purpose 

Data collected through WhatsApp is used to: 

●​ Provide customer support​
 

●​ Process service requests​
 

●​ Prevent fraud and meet compliance requirements​
 

6.4 Third Parties 

WhatsApp and its parent company may process metadata according to their global 
policies. We do not control how WhatsApp processes this metadata. 

7. User Acknowledgement 

By using Mandla Money, you confirm that you: 

●​ Understand the risks associated with digital assets​
 



●​ Agree to the Terms and Conditions​
 

●​ Consent to the processing of your data as described​
 

●​ Accept the Privacy, Complaints, and Risk policies​
 

8. Contact Information 

For questions or complaints, contact us via our WhatsApp support channel or the official 
Mandla Money website. 
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